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A Vision of IoT: Applications, Challenges,
and Opportunities With China Perspective

Shanzhi Chen, Senior Member, IEEE, Hui Xu, Dake Liu, Senior Member, IEEE, Bo Hu, and Hucheng Wang

Abstract—Internet of Things (IoT), which will create a huge
network of billions or trillions of “Things” communicating
with one another, are facing many technical and application
challenges. This paper introduces the status of IoT development
in China, including policies, R&D plans, applications, and stan-
dardization. With China’s perspective, this paper depicts such
challenges on technologies, applications, and standardization, and
also proposes an open and general IoT architecture consisting of
three platforms to meet the architecture challenge. Finally, this
paper discusses the opportunity and prospect of IoT.

Index Terms—Internet of Things (IoT), IoT application, IoT
architecture, IoT challenge, IoT standardization.

I. INTRODUCTION

HE INTERNET of Things (IoT) is regarded as a

technology and economic wave in the global information
industry after the Internet. The IoT is an intelligent network
which connects all things to the Internet for the purpose
of exchanging information and communicating through the
information sensing devices in accordance with agreed pro-
tocols. It achieves the goal of intelligent identifying, locating,
tracking, monitoring, and managing things [1]. It is an exten-
sion and expansion of Internet-based network, which expands
the communication from human and human to human and
things or things and things. In the IoT paradigm, many objects
surrounding us will be connected into networks in one form
or another. RF identification (RFID), sensor technology, and
other smart technologies will be embedded into a variety of
applications.
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As a burgeoning thing, there is not a common accepted
definition on IoT. Specialists from different perspectives and
organizations describe IoT on diverse preference. Typical
definitions of IoT from different organizations are shown in
Table 1.

Following technology evolutions, more and more computing
power, storage, and battery capacities become available at
relatively low cost and low size. This trend is enabling the
development of extreme small-scale electronic devices with
identification/communication/computing capabilities, which
could be embedded in other devices, systems, and facilities [1].
10T should have the following three characteristics [6].

1) Comprehensive Perception: Using RFID, sensors, and
two-dimensional barcode to obtain the object infor-
mation at anytime and anywhere, it will be a new
opportunity. Using it, information and communication
systems can be invisibly embedded in the environ-
ment around us. Sensor network will enable people
to interact with the real world remotely. Identification
technologies mentioned here include objects and loca-
tion identifications. Identification and recognition of the
physical world is the foundation of implementing overall
perception.

2) Reliable Transmission: Through a variety of available ra-
dio networks, telecommunication networks, and Internet,
objects information can be available in any time. Com-
munication technology here includes a variety of wired
and wireless transmission technologies, switching tech-
nologies, networking technologies, and gateway tech-
nologies. IoT further creates the interaction among the
physical world, the virtual world, the digital world, and
the society. Machine to machine (M2M), furthermore,
is the key implementation technology of the Network of
Things, which represents the connections and communi-
cations between M2M and Human to Machine including
Mobile to Machine.

3) Intelligent Processing: By collecting IoT data into
databases, various intelligent computing technologies in-
cluding cloud computing will be able to support IoT data
applications. The network service providers can process
tens of millions or even billion pieces of messages
instantly through cloud computing. Cloud computing
technology will thus be the promoter of IoT.

Currently, in China, there are at least 9 billion intercon-

nected devices, and it is expected to reach 24 billion devices
by 2020. According to the GSMA, this amount to $1.3 trillion
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TABLE I
DEFINITIONS OF THE I0T FROM DIFFERENT ORGANIZATIONS

Organizations Definitions

A network, which can collect information
from the physical world or control the
physical world objects through various
deployed devices with capability of
perception, computation, execution and
communication, and support communications
between human and things or between things
by transmitting, classifying and processing
information [2].

A global infrastructure for the information
society, enabling advanced services by
interconnecting (physical and virtual) things
based on existing and evolving interoperable
information and communication technologies
[3].

A global network infrastructure, linking
physical and virtual objects through the
exploitation of data capture and
communication capabilities [4].

A world-wide network of interconnected
objects uniquely addressable based on
standard communication protocols [5].

CCSA

ITU-T

EU FP7
CASAGRAS

IETF

revenue opportunities for mobile network operators alone
spanning segments such as health, automotive, utilities, and
consumer electronics. Many countries consider [oT as strategic
industries and a new economic growth engine in the future.
European Union (EU) has invested more than 100 million
Euros in a series of projects through Seventh EU Framework
Programme (FP7 for R&D), and these projects will be actively
deployed in smart grid, intelligent transportation, smart cities,
etc. South Korea invested 27.8 million U.S. dollars in IoT fun-
damental technology development, IoT test bed advancement,
and IoT standardization, etc.

China is speeding up the development of IoT and defines
it as a new engine for economic growth. The government
released the 12th Five-Year Plan for IoT development. This
plan is an outline program for developing IoT from 2011
to 2015. The plan gave the goal and objectives of fu-
ture development, and the plan proposed several approaches
reaching the goal. The plan also puts forward a list of
methods to support and promote the development of IoT
industry.

This paper is organized as follows. Section II introduces
opportunities of IoT and summarizes its status and appli-
cations. Section III introduces the policy, R&D plans, and
standardization of IoT in China. Based on the introduction
of Sections II and III, in Section IV, the major problem
hampering the development of IoT is analyzed, i.e., lack
of interoperability among diverse IoT solutions. A general
open IoT architecture developed in China is given. Section V
introduces main application fields, examples of typical public
applications, and examples of industry applications of IoT
in China. Section VI analyzes further challenges on IoT,
including technical challenge and standard challenge, and
introduces the prospect of IoT. Section VII is the conclusion
of this paper.
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II. OPPORTUNITY, STATUS, AND CAPABILITY OF 10T
A. Opportunity of IoT

The IoT will create a huge network of billions or trillions of
“Things” communicating each other. The IoT is not subversive
revolution over the existing technologies, it is comprehensive
utilizations of existing technologies, and it is the creation of
the new communication modes. The IoT blends the virtual
world and the physical world by bringing different concepts
and technical components together: pervasive networks, minia-
turization of devices, mobile communication, and new ecosys-
tem. In IoT, applications, services, middleware components,
networks, and end nodes will be structurally organized and
used in entire new ways.

IoT offers a means to look into complex processes and
relationships. The IoT implies a symbiotic interaction be-
tween the real/physical and the digital/virtual worlds: physical
entities have digital counterparts and virtual representation;
things become context aware and they can sense, communi-
cate, interact, and exchange data, information, and knowledge.
New opportunities will meet business requirements, and new
services will be created based on real-time physical world data.

Everything from the physical or virtual world will possibly
be connected by the IoT. Connectivity between the things shall
be available to all with low cost and may not be owned by
private entities. For IoT, intelligent learning, fast deployment,
best information understanding and interpreting, against fraud
and malicious attack, and privacy protection are essential
requirements.

B. Status of IoT

The IoT can be regarded as an extension of existing interac-
tion between people and applications through a new dimension
of “Things” for communication and integration.

The IoT development process is a complex large-scale
technological innovation process. The IoT is evolving from
the vertical application to polymeric application.

At the early stage of IoT deployment, driving of domain-
specific applications is the main development strategy.
A domain-specific application might be a manufacturing con-
trol system with its own industry characteristics. The applica-
tion can provide various enterprise management services being
integrated with the industry production and business processes.

Polymeric applications are cross-industry applications based
on public information service platforms. These applications
support both home users and industry users. The application
are provided and promoted by communication operators and
solution providers with large scale. For example, a vehicle
integrated with sensor networks, a global positioning system
(GPS), and radio communication technology can provide
comprehensive detection, navigation, entertainment, and other
information services. By maintaining such information through
the public service platform, consumers, original equipment
manufacturers (OEMs), maintenance providers, and vehicle
management agencies can share these information and share
services to improve the vehicle, the vehicle component de-
sign, and the fabrication process through the vehicle lifecycle
management.
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C. Capability of the IoT Application

In summary, the IoT applications shall have the following
capabilities.

1) Location Sensing and Sharing of Location Info: The IoT
system can collect the location information of IoT terminals
and end nodes, and then provide services based on the col-
lected location information. The location information includes
geographical position information got from the GPS, Cell-
ID, RFID, etc., and absolute or relative position information
between things. More typical IoT applications include at least
the following.

a) Mobile asset tracking: This application can track and
monitor the status of commodity using the position-
sensing device and communication function installed on
the commodity.

b) Fleet management: The manger of the fleet can schedule
the vehicles and drivers based on the business require-
ments and the real-time position information collected
by the vehicles.

c) Traffic information system: This application can get
traffic information such as road traffic conditions and
congested locations by tracking the location information
of a large number of vehicles. The system thus assists
the driver to choose the most efficient route.

2) Environment Sensing: The IoT system can collect and
process all kinds of physical or chemical environmental
parameters via the locally or widely deployed terminals. Typi-
cal environmental information includes temperature, humidity,
noise, visibility, light intensity, spectrum, radiation, pollution
(CO, COaq, etc.), images, and body indicators. Typical appli-
cations include at least the following.

a) Environment detection: IoT systems offer environmental
and ecological, such as forest and glacier, monitoring;
disaster, such as volcanoes and seismic, monitoring;
and factory monitoring. All are with automatic alarm
systems using environmental parameters collected by
large number of sensors.

b) Remote medical monitoring: IoT can analyze the recur-
ring indicator data collected from the device placed on
patients’ body and provide the users with health trends
and health advice.

3) Remote Controlling: 10T systems can control IoT
terminals and execute functions based on application com-
mands combined with information collected from things and
service requirements.

a) Appliance control: People can remotely control operat-

ing status of appliances through IoT system.

b) Disaster recovery: Users can remotely start disasters
treatment facilities to minimize losses caused by dis-
asters according to the monitoring mentioned before.

4) Ad Hoc Networking: 10T system shall have rapidly self-
organized networking capability and can interoperate with the
network/service layer to provide related services [7]. In the
vehicle network, in order to transfer the data, the network
between vehicles and/or road infrastructures can be rapidly
self-organized.

5) Secure Communication: 10T system can further establish
secure data transmission channel between the application

TABLE II
SUMMARY OF IO0T APPLICATIONS
Location |Environment| Remote Ad hoc Secure
sensing sensing controll- network |communica-|
and ing tion
sharing
E-health Monitoring v v v v
Home care v v v
ITS Smart fleet M v M
Automotive v v v v v
Smart Environment | v v v
city monitoring
Safety v v M
Food
traceability
Smart v v v
agriculture
Industry Process v v v
monitoring
Logistic v v
management

or service platform and IoT terminals based on service
requirements.

In practice, an IoT application consists of different types of
capabilities and even applications based on the service require-
ment. Table IT shows examples of different IoT applications.

III. IOT IN CHINA
A. China Pushes Development of IoT

The IoT sensing network research started in China in 1999.
IoT was positioned as one of the strategic emerging industries
and written into the government work report in March 2010.
The state council’s decision on speeding up the incubation
and development of strategic emerging industries, which was
promulgated in November 2010, clearly stated that the IoT
research and application demonstrations will be promoted.

In 2012, the Ministry of Industry and Information of
China explained the national 12th Five-Year Plan including
IoT development (2011-2015) [8]. It was the first plan that
China government released the development of IoT in detail.
The plan clearly proposed the development goal of the IoT
during the period of 2011-2015. By 2015, there should be
significant achievements of IoT essential technologies, related
applications, and standardizations.

The plan put forward eight main tasks and clearly clarified
five key projects, including the Key Technology Innovation
Project, Standardization acceleration Project, “10 Industrial
sectors & 100 New Enterprises” Industry Development Pio-
neering Project, Application Demonstration Projects in Key
Sectors, and Public Service Platform Construction Project.

In order to solve the popped-up problems and consider
long-term development of IoT, the State Council issued the
“guidance on tracking and ordering for promoting the devel-
opment of IoT” [9] that determined the development goals
and threads for IoT in February 2013. The 14 ministries of
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Fig. 1. Summary of the Special Action Plans.

China established a joint meeting for IoT development in
September 2013, and organized Expert Advisory Committee
on the IoT development. The 10 Special Development Action
Plans for IoT [10], including: 1) top-layer design; 2) standards
development; 3) technology development; 4) application pro-
motion; 5) industry support; 6) business models; 7) security;
8) government support; 9) laws and regulations guarantee;
and 10) personnel training, was issued by the joint meeting.
As a part of the Action Plans, the strategic alliance for
industrial technology innovations of IoT was established in
October 2013 [11]. Fig. 1 shows the summary of the Special
Development Packet Plans.

B. R&D Plans

In China, the central government established the special
funds for demonstration projects and research projects to
support the development of IoT. In 2011, for supporting the
development of IoT in China, around RMB 500 million special
IoT fund was invested into IoT-related fields, 2/3 of the funds
were put into R&D and applications; this fund has supported
381 related companies since 2011. China government has
supported 22 National major IoT application demonstration
projects since 2011, and an announcement was issued by China
National Development and Reform Commission in October
2013. It was about organizing and carrying out the national IoT
pilot major application demonstration projects during 2014—
2016 in special regions.

In Research and Development area, the China Ministry
of Industry and Information Technology had set up a num-
ber of key technical research projects on architectures and
applications such as intelligent transport system (ITS) and
e-health under the packet of “a new generation of mobile
broadband project.” China Ministry of Science and Technology
also set up a series of fundamental researches for IoT on

J

[ 1
Enterprises Research institutes Standard
Bes.earCh (operation/ (key technology organizations
1nsofnes development) research) (standardization)
\

Industry Four regions of IoT industry

regional (Bohai bay area, the yangtze river Delta zoon, the Pearl
distribution River Delta zoon, and the Central and Western regions)

Fig. 2. Summary of National R&D plans in IoT in China.

architecture, fundamental theory and design, etc., under the
973 project framework (National Key Fundamental Research
and Development Plan).

The national level IoT R&D is distributed as: the enter-
prises such as operators and vendors provide the operation
and system development of IoT. Universities and research
institutions focus on the key technology research, and the
standard organizations are responsible for the standardization
of IoT. At present, loT-related industry has basically formed,
and mainly distributed over the Bohai bay area, the Yangtze
River Delta zoon, the Pearl River Delta zoon, and the central
and western regions. Fig. 2 shows the summary of national
R&D plans in IoT.

C. Standardization

The IoT standard system contains the architecture standards,
the application requirements standards, the communication
protocol standards, the identification standards, the security
standards, the application standards, the data standards, the
information processing standards, and the public service plat-
form standards.

The proposed IoT standard set is relatively complicated. In
China, the standardization efforts started at 2010. The main
standard organizations for IoT in China are China Communi-
cations Standards Association (CCSA), China Standardization
Working Group on Sensor Networks (WGSN), electric tag
standards technical committee, etc. These standard organiza-
tions are leading the standardization process of China IoT.
As part of the Special IoT Action Plans, actions for the stan-
dardization of IoT include to build a standard system, to de-
velop common standards, key technical standards, and urgent
industry standards, to actively participate in the international
standardization processes, to conduct standard validations and
services, to improve the organizational structure.

In the course of standardization, many research institutions
and enterprises in China have also been participating in
international standardization work in M2M of International Or-
ganization for Standardization/International Electrotechnical
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Commission (ISO/IEC), ITU Telecommunication Standard-
ization Sector (ITU-T), 3rd Generation Partnership Project
(3GPP). China is one of the leading countries in ITU-T and
ISO Wireless Sensor Network (WSN) Working Group. CCSA
is one of the sponsoring organizations of the One M2M, and
many enterprises are deeply participating in the MTC-related
standard development in 3GPP.

IV. OPEN AND GENERAL IOT ARCHITECTURE
A. Motivation and General Description

As seen in the previous introduction to the current IoT, most
IoT applications in China were domain-specific or application-
specific solutions. The architectures of these IoT systems
are fragmented and cannot correlate and integrate the data
from different silos; these isolated IoT solutions use private
protocols and cause much problems in information sharing,
technology multiplexing, network managements, and upgrad-
ing. All these problems are hindering the development of IoT.

In order to reduce the total IoT cost and share information,
we need to integrate multiple functions and resources into a
larger system. IoT thus needs to be designed with an open and
generic IoT architecture with open interfaces and resources,
considering different business scenarios, application-based re-
quirements, and current technologies [12]. We have thus seen
the motivation to formulate a standard for IoT integration in
order to reduce the total cost of money and time from devices,
developments, and deployments.

An open and generic IoT architecture is an integrated
solution with interoperability [13], [14]. It will have the
following characteristics.

1) Standard Interface and Protocol: By comparing various
private IoT systems, a generic IoT infrastructure has the same
hardware and software interfaces, and protocols.

2) Public and Operating: A general IoT architecture is
deployed to take over public IoT applications with open-
operating capability. A public IoT system can thus integrate
multiple IoT applications into one architecture.

3) Open, Scalable, and Flexible: An open loT architecture
with open resources, open standards, and open interfaces can
easily extend its functionality and the scale of performance.
It can thus adapt to different requirements including technical
developments flexibly.

B. Open and General IoT Architecture

China Communications Standards Association (CCSA)
proposed a reference model for the IoT, which consists of
sensing layer, network and business layers, and application
layer. Complying with this reference model, Fig. 3 shows its
open and general architecture, which is layered, open, and
flexible. The architecture includes three functional platforms
as follows.

1) Sensing and Gateway Platform: This platform connects
sensors, controllers, RFID readers, and location sensing device
(e.g., GPS) to IoT network layer. Modularization of hardware,
data format, and software interface is proposed for IoT termi-
nal, [oT Gateway, and tip node. IoT terminal, IoT gateway, and
tip node can include flexible modules combined with control

Application layer loT applications |

Network and service layer

10T application and support platform |

loT backbone network
(telecommunication ,internet, private communication

I
| loT access gateway |

Sensing layer

loT
sensing
network

|oT terminals with g: y
functions | loT tip node |

Fig. 3. CCSA proposed open and general architecture of IoT.

module, common interface module, and communication mod-
ule. Common interface module collects physical interfaces of
various sensors into a common interface. Common control
module can connect sensors, controllers, GPS, and RFID
readers with a common connection protocol. The software and
application parameters of an IoT terminal and IoT gateway
should be able to self-configure and self-adapt. Modulariza-
tion, common interface, intelligent operation, self-adaption,
and self-configuration are important characteristics of this
platform.

2) Resource and Administration Platform: Network and
service layer includes backbone networks and resource ad-
ministration platforms. The backbone network includes 3G,
4G, internet, optical fiber network, Ethernet network, satellite
networks, and private network. The resource and adminis-
tration platform provides common capabilities which can be
used by different IoT applications, such as data processing,
data storage, security management, and application support-
ing. These capabilities may also be invoked by specific IoT
application support capabilities, e.g., to build other specific
IoT application support capabilities. This platform also pro-
vides relevant control functions of network connectivity, such
as access and transport resource control functions, mobility
management, or authentication, authorization, and accounting
for IoT terminals, services, applications, users, and developers.

3) Open Application Platform: Modularization design in
this application platform provides common function and open
application programming interface (API). An IoT applica-
tion provider can develop its application using these APIs.
Meanwhile, this platform supports application managements.
Various applications can be published to the application plat-
form and users can get application information and subscribe
applications through this platform. Convenient and easy de-
ployment, distribution, and flexible application environment
are the characteristics of this platform.

V. TYPICAL APPLICATIONS AND DEPLOYMENT IN CHINA
A. Main Application Fields

In China, IoT applications will be developed in nine fields,
including: 1) domain industry applications; 2) smart agricul-
ture; 3) smart logistics; 4) intelligent transportation; 5) smart
grid; 6) smart environmental protection; 7) smart safety; 8)
smart medical care; and 9) smart home, as shown in Table III.
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TABLE III TABLE IV
MAIN APPLICATION FIELDS IN CHINA 10T DEVELOPMENTS FROM THREE MAJOR OPERATORS
] ] o China China China Unicom
Fields Typical applications Mobile Telecom
Industry Production process control, industrial . .
environmental monitoring, manufacturing supply Status of M2M services M2M services M2M test‘network was
chain tracking, product lifecycle monitoring (PLM), development hav‘t; bbeleq s havi b[flen‘ .degl(;)ly 26 d[m \_?;léXI cty
safety in manufacturing, and energy saving and avarabie m avariable i 282, 1t will be
pollution control provinces more than 20 available in next 1 or 2
X . e o rovinces ears.
Smart Agricultural resources utilization, quantitative = =
. . X . Range of
agriculture management in agricultural production process, e minibeE 10648XXXXXX. 10649xxxxxX. | 10646XXXXXX.
prodvuctlhon and cultivation of env.lronmental Platform
monitoring, management of quality, safety and CMITS was M2M platform ) ‘ )
traceability of agricultural product. cofistiicEd T | was Operation of Incubation
Smart logistics Inventqry control, distribution mz.mz.lgement, . started at 2006. | constructed in Platfodrrp f20(; II;)T service
traceability and other modern logistic system, public 2010, and Started in 2
logistics service platform covering different zones updated in 2011.
and domains, with Smart e-commerce and smart Focusing on
logistics. Service industry,
Intelligent Traffic state perception and notification, traffic scope agriculture, Focusine on Focusing on public
transportation guidance and Intelligent control, vehicle positioning electricity, ITS sm§rt transport system,
and scheduling, remote vehicle monitoring and health care, hon;e smart healthcare, logistics,
service, vehicle and road coordination, and integrated economy, ITS, | % o environmental
smart transportation platform. loglsqcs, etc., healthc:r,e etc. | Protection, electricity,
Smart grid Monitoring of power facilities, smart substation, espec%auy on V2X, ete.
automatic power dispatch, smart power, smart electricity and
scheduling, Remote meter reading. - ITS - .
Smart Pollution source monitoring, water quality Cperation ITh; Lngh ot IThTe braschior IoT supporting incubator
environmental monitoring, air quality monitoring, environmental eztatnliasshe din e(;tal;)‘l/{assile din was established in Wuxi
protection information collection network and its information — . in 2009.
Chongqing in Wuxi in 2014.
platform. 2012

Smart safety Social security monitoring, monitoring of dangerous
and chemicals cargo transportation, food safety
monitoring, early warning and emergency response
for infrastructures such as Important bridges,
buildings, rail transit, public water supply/drainage,
and the municipal pipe network.

Intelligent drug/medicine control, hospital
management, collection and analysis of Human
physiology and medicine parameters, and remote
medical service for family and community.
Home-area network, home security, smart control of
household appliances, smart metering, energy
saving and low carbon, and distance learning.

Smart medical

Smart home

Three major operators: 1) China mobile; 2) China Telecom;
and 3) China Unicom had announced their IoT development
plans. The IoT has been an important part in the strategies of
Chinese telecom operators.

China mobile plans to implement a centralized platform
[China mobile IoT operation supporting platform (CMITS)],
and the branch for IoT was established in Chongging in
2012.

China Telecom plans to further enrich IoT services based
on key industry requirements, to build an open platform for
cooperation, and to promote IoT business model innovation.
The branch for IoT was established in Wuxi in 2014.

China Unicom plans to build a management and con-
trol platform and an operation supporting system for IoT.
They also planned to offer specific hardware communication
modules.

The government planned to provide special phone numbers
(1064xxxxxxxxx with billions of identities) dedicated for
M2M. Table IV shows IoT development plans and actions
from three major operators.

B. Deployment of Typical Applications

1) Smart City: Smart city is a new development model of
a city using new technologies, such as IoT, cloud computing,
and big data analytics, to boost the information sharing and
coordination within a city system. IoT is important means
and tools of building smart city, and it is infrastructure-
carrying smart city construction. Smart city construction de-
pends on a lot of IoT applications for different industries
[15], [16].

Smart city development plans are divided into three stages:
1) the stage for initial infrastructure construction; 2) the stage
for data-processing facility construction; and 3) the stage for
end-phase service platform construction. A large number of
smart city projects provide huge opportunities for telecom
OEM, systems integration enterprises, data aggregation and
analysis/service enterprises, and telecom operators. In China,
some cities are focusing on improving infrastructure for smart
cities programs, and on developing regional smart e-commerce
and logistics, while other cities are stepping up efforts to
improve the management of local utilities. According to esti-
mation, the smart city market will have a total value of more
than RMB 2 Trillion during the 12th Five-Year Plan period
(2011-2015).

2) Intelligent Transportation: China needs a solution to
solve the problems of increased amount of traffic congestion
in urban areas using new technologies such as IoT.

The Ministry of Transport in China has announced a plan
that the development of ITS will be installed and in-use across
the country by 2020. In the next 10 years, the government will
invest about RMB 4 Trillion in intelligent transportation.
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Intelligent Transportation System in China is developing
and keeping a high growth rate. The growing speed of China’s
urban intelligent transportation control system market is high,
including electronic police, intelligent traffic signal control,
traffic video monitoring, intelligent Taxi service management,
urban public transport information technology, and ETC.
Until the completion of the 12th Five-Year Plan, 60% of
national highways in China will have ETC. The installation
of IoT infrastructures in ITS of smart cities will be supporting
fundamental technologies.

Connected vehicles and vehicular networks have been iden-
tified as a key technology for enhancing road safety and
transport efficiency [17], [18]. In recent years, vehicular
network infrastructure integration technology attracts a great
amount of attentions; it also brings inestimable economic
value, and will play an important role in the next generation of
intelligent transportation systems and communication network
development. Separately, built-in connectivity in vehicles is
predicted to mandatory function for consumers in 2020, driven
partly by the increasing global demand for availability of
charging supply for electric vehicles. Government, University,
automakers, and telecommunication vendors form alliances to
develop this industry, such as China ITS Industry Alliance
and Telematics Industry Application Alliance, to develop the
connected vehicles industry. The related installation of IoT
infrastructures of smart cities will be fundamental supporting
technologies as well.

C. Deployment of Typical Industry Applications

1) Intelligent Coal Mine: In 2011, The State Administra-
tion of work safety and State Coal Mine Safety Supervision
Bureau in China regulated that all coal mines in china must
complete the construction of “Mine Six-Hedge Safety Sys-
tems” until the end of 2013. The Six-Hedge underground sys-
tems include: 1) general monitoring and controlling system; 2)
personnel positioning system; 3) emergent shelter systems; 4)
oxygen provision monitoring system; 5) water supply and
drainage monitoring system; and 6) mine cable and wireless
communication system.

All the six systems mentioned above are based on pervasive
sensing, sensing data collection, real-time use of data, and
deep data post analyses, which is actually based on IoT. The
IoT can be widely used in the “six system.” For example,
it uses sensors to monitor miner position and leak of hazard
gases. Fig. 4 shows a typical underground IoT system.

Built on underground industrial ring network and industrial
field bus, the system is actually a comprehensive underground
IoT platform, which transmits data of mining devices under
industrial Ethernet protocols to dispatch center so as to mon-
itor various devices and sensors inside the dispatch center.
The overall design of the system consists of sensing and
equipment layer, network and access layer, as well application
and information management layer. The system collects real-
time parameters of electromechanical devices and data of
safety systems, which improves the system efficiency and
safety. Finally, it highly guarantees the correct dispatching and
decision-making of coal mines.
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Fig. 4. IoT system structure for coal mine.

Inspection Safety Production Condition Statistical
Applica’(ions management monitoring scheduling analysis analysis
of oil field | Emergency Safety Asset Reservoir Other
d analysis applications
| Service platform |
ﬁ Application layer

Other
networks
Network layer

‘ Gateway ‘

Mobile
terminal

Camera

‘ Sensors ‘ ’ Actuator

‘ RTU/PLC ‘

Sensing layer

Fig. 5. IOF system.

2) Intelligent Oil Field: Intelligent oil field (IOF) consists
of a distributed system, holding frequently captured data. The
data are evaluated and acted upon real-time information. IOF
brings lower operational costs, lower capital investment, and
increased yield of oil and gas.

Fig. 5 shows the IOF system based on the architecture
mentioned in Section IV. It will collect parameters through
its entire production process, such as sensing and monitoring
parameters from oil well and gas well, metering house, oil sta-
tion and gas station, and oil and gas pipe network. Sensed data
will be collected and transmitted for further analysis between
the service platform and gateway/terminal with a common
connect